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3 ways Al tools can help
lower risk & prevent fraud
during supplier onboarding




What's inside

Managing suppliers is risky business

| Are you looking to safeguard your source-to-pay (S2P) cycle from fraud? Keep scrolling to find out how ...
This ebook reveals the hidden costs of manual and semi-automated approaches to collecting and validating supplier

information. It also explores the three key features of automated supplier management solutions that are helping businesses of
all sizes and industries mitigate risk and fraud in their S2P processes.
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Introduction

What's with all
the fraud?

What is supplier fraud?

Generally speaking, supplier payment fraud
includes abuses that involve wrong payments
to real or fictitious suppliers. Perpetrators can
manipulate a company’s AP and payment
systems for personal gain through:

e Fraud committed by an internal employee,
or multiple employees, through collusion,
against the defrauded organisation

« Fraud committed by an outside supplier or
individual working without insider support

» Fraud that involves collusion between an
outside supplier or individual & an internal
employee or multiple employees

The rising risk of supplier payments

Threats to companies are evolving quickly, and tech innovators are
struggling to keep up with new vulnerabilities that were, ironically,
created by older, less agile tech in the first place.

Email was once the saving grace for staff that was forced to work
from home during the pandemic. However, it's now the biggest threat
to AP and Procurement departments due to vulnerabilities created by
unsecure email practices. The increased use of email has lead to an
uptick in common payment fraud schemes like:

S

D

Business Email Compromise (BEC)

Scammers gain access to your supplier's email, send “spoof”
emails or create web domains mimicking a business.

Account takeover

Scammers obtain credentials to log into a company’s bank
accounts, supplier management system or email.

Scanner initiates and approves bogus payments, misdirects
payments or steals banking details or other data.

Supplier impersonation

Scammer impersonates suppliers in the process of being
onboarded to intercept the initial payment.

Scammers use phone numbers, emails and names that are like
a supplier’s real information to impersonate them.



The need for risk mitigation

According to Juniper Research, losses due to payment fraud are expected to reach $362 billion between 2023 and 2028. A 2022
survey found that 59% of financial institutions reported an overall increase in fraud rate compared to the previous year? — that
means protecting your business from the schemes of fraudsters and other potential bad actors is more important than ever.

If your organisation is one that has let automating supplier information management take the back seat, now is the time to move
it up the priority list — maybe even mark it “urgent.” No one wants to subject their organisation to the potential financial and
reputational damages that payment fraud can result in.

The cost of fraud

The costs of payment fraud are high. Without the right technology and safeguards in place, you're opening your business up to the
potential risk of:

Fraud losses Administrative expenses Partner impact

« Funds stolen from accounts e Legal fees e Suppliers who do business elsewhere
« Stolen goods & services e Insurance « Suppliers impacted by strict controls
e Chargeback costs e L ost staff-time e False positives in account verification


https://www.juniperresearch.com/researchstore/fintech-payments/online-payment-fraud-research-report
https://www.pymnts.com/study/state-of-fraud-and-financial-crime-in-the-united-states-aml/
https://www.pymnts.com/study/state-of-fraud-and-financial-crime-in-the-united-states-aml/

Automating supplier
management to prevent fraud

Leveraging a supplier management solution can enhance the way organisations
manage S2P activities and supplier information — all from a single, secure
platform. The significant time savings, improved data quality and visibility,
strengthened supplier relationships and ensured compliance make automated
supplier management solutions the ultimate tool for minimising the risk of
payment fraud for both the organisation and its suppliers.

By collecting and managing vendor risk data, these solutions help protect
companies from data breaches and non-compliance that might happen thanks to
those suppliers. An integrated platform can help track requirements, findings and
workflows, helping organisations assess and monitor all risks that can harm the
relationship between a company and its suppliers.

In the following pages, we'll explore three features of supplier management
automation that are pivotal for cracking down on supplier risk and payment
fraud, while streamlining the S2P cycle end-to-end.

1. Self-service portal
2. Built-in OFAC screenings
3. Automatic bank account verification



Self-service portal for supplier onboarding

The problem with manual supplier onboarding

Few back-office functions are as costly, time-consuming and risky as the onboarding of suppliers. The root of the problems are
the manual and semi-automated processes that most organisations use to vet and register suppliers. From identifying a business
need and finding a supplier, to performing due diligence and onboarding your new partner, the entire onboarding process is often
slowed down by multiple handoffs and manual, error-prone procedures. Lack of visibility combined with compliance issues can
be a formula for delays and increased risk.

Organisations know that they should fully automate supplier onboarding, but they don't know where to start. By establishing a
standardised supplier onboarding process through a supplier self-service portal, you can avoid expensive mistakes that put your
organisation at risk.

A self-service portal streamlines the supplier onboarding process by providing suppliers with a secure and intuitive interface
to submit their information, documentation and certifications. Submitting information through a portal eliminates the need for
manual paperwork and accelerates the supplier approval process.

The rise of self-service portals

Self-service portals are not a trend right now — they're the future of productivity visibility for all stakeholders. Ardent Partners recently
released data stating that:

of organisations say they plan to

[]/ of organisations currently 0 . ) . .
32 0 use a supplier portal.? 43 A) |mplement a self-service supplier
portal in the next 1-2 years.?


https://tradeshift.com/wp-content/uploads/2023/02/ArdentPartners-AP-MTM2023-Tradeshift-FINAL.pdf

The supplier portal: your fraud-fighting sidekick

A self-service supplier portal can digitise and simplify the supplier management process. Portals empower suppliers to access
and manage their information and interactions with customers.

By implementing a supplier portal, businesses can enhance efficiency, transparency and collaboration in their supplier
management processes with benefits like:

Effortless supplier profile management

Suppliers can use a self-service portal to update their profile information, including contact
details, banking information and certifications. Providing suppliers a way to manage

& Invoice Details their profile ensures that the buyer has access to up-to-date and accurate supplier data,
improves onboarding efficiency and reduces risk.

Invoice - Pending payment

Invoice number 285240

Invoice date  7/1/2022

nvoloe emount - 6271.20 Easier document management
Netamount  5,420.00
Curency  USD A portal collects and manages relevant supplier documents, such as contracts, insurance
Duedate  8/1/2022 certificates and compliance documentation. Electronically gathering documents through
a supplier portal facilitates document sharing and retrieval, ensuring that information is
 Conversation with TMC Truck Leasing easily accessible and no risky errors fall through the cracks.

ut we'l need to order again

Enhanced invoice management

Suppliers can submit electronic invoices, view and track invoices, and monitor payment status.
Digitally submitting invoices through a portal promotes transparency, reduces manual handling
of documents and improves efficiency in the notoriously time-consuming S2P process.

Better communication

Portals establish an efficient and transparent communication channel between trading parties,
allowing them to exchange messages, submit inquiries, receive updates and digitally collaborate
to resolve issues in a secure environment — no more need for risky and unsecure emailing!



Built-in OFAC screenings

Screening suppliers against lists of sanctioned businesses, individuals and entities is a critical part of the supplier management
process. Sanctions are typically imposed by governments and international bodies, such as the United Nations (UN), to achieve

foreign policy objectives, combat terrorism, prevent money laundering or address human rights concerns.

The Office of Foreign Assets Control (OFAC), a division of the U.S. Department of the Treasury, plays a big role globally in
enforcing economic and trade sanctions. But there are dozens of lists that a business must check for sanctioned entities.
Unwittingly engaging in transactions with sanctioned entities could result in compliance violations, crippling reputational damage

and a loss of trust with valued partners and customers.

Paying a sanctioned business or an individual can create huge problems for a business and lead to:

& e

Legal Financial Reputational Business process Loss of
issues losses damage disruption business

The challenges of manual sanctions screening

36

Regulatory
scrutiny

Many AP departments manually screen entities against watchlists. While manual screening can be effective, it's not fool-proof, and it

can create significant problems:

« Slow, time-consuming processes « False positives/false negatives
« Potential for error e Lack of scalability
* Limited coverage » No tracking



The benefits of built-in sanctions screenings

Real-time screening

Leading supplier portals enable real-time screening of businesses and individuals against dozens of watchlists. As suppliers
enter their information into the portal, the portal compares their details against the latest and most comprehensive lists,
including those maintained by authorities such as OFAC, the European Union (EU) and the UN. Buyers are immediately
notified of any potential matches with sanctioned entities.

Comprehensive coverage

The sanctions screening built into supplier portals provides wide coverage of watchlists to ensure that all relevant lists are
reviewed during the screening.

Increased efficiency & scalability

Automated sanctions screening solutions can rapidly process and analyse large volumes of supplier information against
watchlists. Fast-growing businesses or those with a lot of suppliers won't have to add staff to keep up with the task.

Enhanced compliance

The sanctions screening solutions built into leading supplier portals document the screening process and results and provide
complete audit trails. Users also can instantly access reports on screening outcomes, flagged entities and actions taken.

Seamless integration with legacy systems

Leading supplier portals seamlessly integrate with existing systems, such as enterprise resource planning (ERP) platforms,
enabling a streamlined and automated process throughout the supplier management lifecycle.



Automatic bank account verification

Bank account verification (BAV) is essential control to protect organisations from unauthorised access to their funds, avoid costly
payment mistakes and fraud, and enhance business relationships and overall financial security. Manually verifying bank accounts makes
it more likely for errors and bad actors to slip through the cracks.

A bank account number may be invalid of organisations rely on

» A bank account may not belong to a supplier 53% verbal validation of bank
» A bank account may be owned by a bad actor account details.*

» A bank account may be closed

BAV is crucial for minimising the risk of making improper payments, and an automated supplier management solution can eliminate the
challenges of manual verification and help ensure your safety through:

Fraud prevention: Verifying bank account ownership helps organisations avoid fraudulent activities like identity theft and unauthorised
access to funds. By confirming the account ownership and details’ authenticity, businesses can reduce the risk of financial losses and
protect their assets.

Payment security: \When businesses engage in financial transactions, such as making payments to suppliers (or receiving funds from
customers), verifying bank accounts ensures funds are transferred to the correct recipients, which helps prevent payment errors,
misdirected payments and potential financial disputes.

Compliance with regulations: Many jurisdictions have stringent regulations to combat money laundering and terrorist financing.
Businesses must verify the bank account ownership to comply with these regulations and avoid any payments to government-
sanctioned organisations or individuals. Failure to do so can result in legal consequences and reputational damage.

Trust with partners and suppliers: An organisation enhances its credibility and trustworthiness as a business through a verification
programme. BAV demonstrates that the organisation has taken appropriate measures to ensure the security of financial transactions
and protect the interests of all parties involved.



Conclusion

Why risk it?

Automate supplier management before it's too late

With risk on the rise and fraudsters becoming more cunning and deceitful by the day, now is not the time to sit idly by and hope
that your business is one of the lucky ones. Companies should be looking for ways to leverage a single automated platform
across the entire S2P lifecycle to ensure that onboarding and managing suppliers is more effective and proactive against the risk
of payment fraud. By implementing a supplier management solution, businesses can benefit from technological safeguards that
ensure payment security while streamlining back-office tasks, enhancing S2P visibility, improving communication and fostering
stronger supplier relationships.
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Hi, we're Esker

Founded in 1985, Esker is a global cloud platform built

to unlock strategic value for Finance, Procurement and
Customer Service leaders and strengthen collaboration
between companies by automating source-to-pay (S2P) and
order-to-cash (02C) processes.
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Business success
is best when shared

At Esker, we believe the only way to create
real, meaningful change is through positive-
sum growth. This means achieving business

success that doesn't come at the expense of any
individual, department or company — everyone
wins! That's why our Al-driven technology is
designed to empower every stakeholder while
promoting long-term value creation.
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